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UNITED STATES COURT OF APPEALS 
FOR THE SECOND CIRCUIT
__________________________________________________________________

Yehuda Katz,
				Plaintiff-Appellant,

			v.

The Donna Karan Company LLC, The Donna Karan 
Company Store LLC, Donna Karan International, Inc.,
				Defendant-Appellee.
	
__________________________________________________________________

UNOPPOSED MOTION FOR LEAVE TO FILE LETTER BRIEF 
AS AMICUS CURIAE 
__________________________________________________________________

Public Justice, P.C., by undersigned counsel, hereby moves the Court for leave to file the attached letter brief as Amicus Curiae in support of Appellant regarding the impact of the Supreme Court’s decision in Spokeo, Inc. v. Robins, 136 S.Ct. 1540 (2016).
In its order dated May 18, 2016, this Court asked the parties to submit letter briefs on that issue, limited to fifteen (15) double-spaced pages. In order to have sufficient pages to provide meaningful consideration of the issue, Public Justice moves for permission to also file a letter brief not to exceed fifteen (15) double-space pages. 
The brief is desirable and relevant because it addresses policy considerations not fully addressed in the parties’ principal briefs, and offers a unique perspective on the standing issue given Public Justice’s experience representing and advocating for consumers making claims for statutory damages, many of whom have injuries that are difficult to quantify in monetary terms. [PUBLIC JUSTICE TO EDIT AS NEEDED.]					
Respectfully submitted,
XXXXXXXXXXXXXX
Public Justice, P.C.
1825 K Street NW
Suite 200
Washington, D.C. 20006

Eleanor E. Frisch*
NICHOLS KASTER, PLLP
4600 IDS Center
80 South Eighth St.
Minneapolis, MN 55402
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Catherine O’Hagan Wolfe, Clerk
United States Court of Appeals, Second Circuit
Thurgood Marshall U.S. Courthouse
40 Foley Square
New York, NY 10007

	RE: Katz v. The Donna Karan Company LLC, et al., No. 15-464 

Dear Ms. Wolfe:
	On May 18, 2016, this Court requested briefing on whether and how Spokeo, Inc. v. Robins, 136 S. Ct. 1540 (2016), applies to this case. Public Justice, P.C., submits this letter brief as Amicus Curiae in support of Appellant’s Article III standing under Spokeo.[footnoteRef:1]  [1:  No parties’ counsel authored this letter brief in whole or in part, nor contributed any money that was intended to fund preparing or submitting this brief. No person, other than Public Justice, its members, and its counsel, contributed money that was intended to fund preparing or submitting this brief. 	] 

STATEMENT OF INTEREST OF AMICUS CURIAE
Public Justice is a national public interest law firm that pursues high-impact lawsuits to combat social and economic injustice, protect the Earth’s sustainability, and challenge predatory corporate conduct and government abuses. Public Justice regularly represents consumers and workers with legal claims under federal and state laws that provide for statutory damages, particularly in cases where it can be difficult to quantify the monetary injury individuals have suffered. Public Justice has been involved in a number of cases where corporations have argued that individuals lack standing to pursue their claims, including filing an amicus brief with the U.S. Supreme Court on the side of the consumer-plaintiff in Spokeo.
INTRODUCTION
	This case, brought on behalf of a proposed class under the Fair and Accurate Credit Transactions Act of 2003 (“FACTA”), challenges the practice of printing more than the last five digits of a credit or debit card number on customers’ receipts at the point of sale. While injury from violations of FACTA may be considered intangible or difficult to quantify, such injury exists, and ensuring that consumers can seek redress through the courts for the resulting harm and risk of harm is important to Amicus. 
The injury in this case is the risk of identity theft and attendant invasions of privacy.  These are serious and real problems that FACTA helps to resolve through a robust framework of prophylactic and remedial protections. Removing consumers’ ability to enforce any one of those protections chips away at the statutory mechanisms Congress created to combat the large-scale epidemic of identity theft. Thus, violations of FACTA’s prohibition against the printing of credit and debit card account numbers are not “bare procedural violation[s],” Spokeo, 136 S. Ct. at 1549, but rather result in real-world harms. Such FACTA violations increase the risk of identity theft—as Congress itself has determined—threaten consumers’ peace of mind, and infringe on the privacy and confidentiality of their personal information. Indeed, identity theft, or even the fear of identity theft, has a profound psychological and economic effect on consumers. Violations of FACTA’s card number truncation requirement also unfairly and impermissibly shifts the burden to individual consumers to mitigate the risk of identity theft. This, too, imposes real harm on consumers. 
Because the overly narrow construction of “injury in fact” advanced by Appellees would seriously limit the effectiveness of consumer-protection statues like FACTA, resulting in real harm, Amicus submits this brief in support of Appellant-Consumer’s ability to sue under the Act.
ARGUMENT
As a preliminary matter, Spokeo does not alter the law on standing. Far from it, Spokeo left the legal framework for analyzing standing unchanged and did not overrule any pre-existing precedent. As has always been the case, to have standing to bring a claim in federal court, a plaintiff must have suffered an “injury in fact.” Spokeo, 136 S. Ct. at 1547 (citing Lujan v. Defenders of Wildlife, 504 U.S. 555, 560-61 (1992)). An injury in fact must be both concrete and particularized. Id. at 1548 (citing Lujan, 504 U.S. at 560). Spokeo emphasized the need to separately consider the “concreteness” component of injury in fact; to be “concrete,” an injury must “actually exist,” but need not be “tangible.” Id. at 1548-49. The Court noted that “[a]lthough tangible injuries are perhaps easier to recognize, we have confirmed in many of our previous cases that intangible injuries can nevertheless be concrete.” Id. at 1549. 
A well-established example of an “intangible injury” that can constitute an injury in fact is the “risk of real harm,” which Spokeo explicitly recognizes as sufficient to satisfy concreteness. Id. And, Congress’s judgment that the violation of a statute incurs a risk of harm sufficient to constitute an injury in fact “is instructive and important.” Id. Congress plays a vital role in “identifying and elevating intangible harms” to cognizable legal injuries. Id. “Congress has the power to define injuries and articulate chains of causation that will give rise to a case or controversy where none existed before.” Massachusetts v. E.P.A., 549 U.S. 497, 516 (2007) (citing Lujan, 504 U.S. at 580). This is not a new concept in the law of standing. As the Court stated decades ago, “congressional intention cannot be overlooked in determining whether [plaintiffs] have standing to sue” under a federal statute. Havens Realty Corp. v. Coleman, 455 U.S. 363, 373 (1982). This remains true post-Spokeo.
Quantifying the risk of harm is a task that Congress is particularly “well positioned” to take on. Spokeo, 136 S. Ct. at 1549. 
[W]e should not assume that the normative decisions concerning injury in fact must always be made by the courts. To the contrary, the political branches play a vital role in making judgments about interests and injury where such interests are more abstract absent a statute (e.g., intellectual property), are difficult to measure (e.g., reputational harms), and . . . where judgments about the appropriate assignment of interests depends on intricate policy judgments about risk measurement and management. . . . [D]epriv[ing] Congress [of] this ability would only serve to plunge standing doctrine farther into chaos.

Courtney M. Cox, Risky Standing: Deciding on Injury, 8 Ne. U.L.J. 75, 132-33 (2016). Indeed, the very separation-of-powers principles underlying the standing requirement, see Spokeo, 136 S. Ct. at 1547, also dictate that courts should follow to the “predictive judgments of Congress” embodied in the legislative process, Turner Broad Sys., Inc. v. F.C.C., 512 U.S. 622, 665-66 (1994).
When determining whether an injury is sufficient to confer standing, in addition to considering Congress’s judgment, “it is instructive to consider whether an alleged intangible harm has a close relationship to a harm that has traditionally been regarded as providing a basis for a lawsuit in English or American courts.” Spokeo, 136 S. Ct. at 1549. That is so because the case-or-controversy requirement is grounded in historical practice. Id. Thus, if both Congress’s judgment and history demonstrate that printing an individual’s financial or credit information in a public place results in a legally cognizable injury in fact, then consumers like Mr. Katz have standing to sue for violations of FACTA’s truncation requirement.  Here, there is no question that Congress’s judgment and history so demonstrate.
I. FACTA’S TRUNCATION REQUIREMENT IS VITAL TO PROTECTING CONSUMERS FROM THE RISKS OF IDENTITY THEFT.

As Congress determined when it enacted FACTA in 2003, printing more than the last five digits of credit card numbers on consumer receipts increases the risk of identity theft. There’s no question that identity theft is a real and tangible harm, and circumstances that increase the risk of that real harm, as Spokeo explains, satisfy Article III’s requirement of concreteness. Spokeo, 136 S. Ct. at 1549.
Under Spokeo, Congress has the power “to identify intangible harms that meet minimum Article III requirements.” 136 S. Ct. at 1549. That is exactly what Congress did when it enacted FACTA’s truncation requirement in 2003. See Pub. L. No. 108–159, 117 Stat. 1952 (codified as amended at 15 U.S.C. §§ 1681-1681y). Congress’s conclusion was well supported by the evidence at the time of FACTA’s passage and remains even more firmly supported by evidence today. 
Identity theft occurs when an imposter uses another individual’s personal information to commit fraud, whether by utilizing the victim’s bank or credit accounts, applying for and receiving credit in the victim’s name, or opening financial accounts using the victim’s identity. Prepared Statement of the Federal Trade Commission on The Fair Credit Reporting Act: Before the S. Comm. on Banking, Hous., & Urban Affairs, 108th Cong. 6 n.3 (2003) [hereinafter FTC’s Prepared Statement]. At the time of FACTA’s passage, the prevalence of identity theft had “reached almost epidemic proportions.” H.R. Rep. No. 108-263, at 25 (2003). Over 27 million Americans had been victims of identity theft in the past five years, and the estimated cost to consumers and the economy was over fifty billion dollars annually. See Federal Trade Commission, Identity Theft Survey Report (2003). At the time, identity theft often resulted from thieves obtaining access to card numbers on receipts. See FTC’s Prepared Statement, supra, at 4.
The threat of identity theft remains today. According to a report by the Federal Trade Commission, in 2005, approximately 8.3 million adults in the United States discovered that they were victims of identity theft. See Federal Trade Commission, Identity Theft Survey Report 4 (2006). In 2014 and 2013, respectively, approximately 12.7 million and 13.1 million consumers experienced identity theft. See Javelin Strategy & Research, 2015 Identity Fraud: Protecting Vulnerable Populations 6, available at https://www.javelinstrategy.com/file/11696
/download?token=yB71qLr7 [hereinafter 2015 Identity Fraud Report]. Identity theft, and credit-card fraud in particular, affects a significant percentage of Americans. In 2010, about 7% of households had at least one member who experienced one or more types of identity theft. Bureau of Justice Statistics, U.S. Dep’t of Justice, Identity Theft Reported by Households, 2005-2010, at 1 (Nov. 2011). This was a significant increase from previous years, largely attributable to an increase in credit card fraud, which affected 3.8% of households in the United States in 2010. Id. at 1, 7. Every year, identity theft results in billions of dollars of loss, which has a significant effect on consumers and the economy. See 2015 Identity Fraud Report, supra, at 7, 14.
In addition to the direct costs of financial fraud, identity theft, or even the fear of identity theft, has a powerful psychological effect on consumers. According to a Bureau of Justice and Statistics study, “36% of identity theft victims reported moderate or severe emotional distress as a result of the incident.” Bureau of Justice Statistics, U.S. Dep’t of Justice, Victims of Identity Theft, 2014, at 1 (Sept. 2015).[footnoteRef:2]  [2:  The psychological impact of identify theft in turn harms the economy by chilling consumers’ spending behavior. See The President’s Identity Theft Task Force, The President’s Identity Theft Task Force Report viii & n.2 (Sept. 2008) (citing studies showing that insecure data practices by retailers can chill consumer spending).] 

The complex ramifications of identity theft make the risk of harm to any particular consumer, for any particular type of exposure to identity theft, often impossible to fully quantify monetarily. Thus, exposure to identity theft and financial fraud is exactly the type of intangible harm that Congress is best equipped to identify as meeting the requirements of Article III. See Spokeo, 136 S. Ct. at 1549. After considering extensive evidence on information security and the risks of identity theft, Congress made the determination that including more than the last five digits of a credit or debit card number on transaction receipts creates an unacceptable the risk of financial fraud. See, e.g., H.R. Rep. 108-263, 26-27 (describing the presentation of extensive evidence). As the President noted upon signing the bill, “Slips of paper that most people throw away should not hold the key to their savings and financial secrets.” Statement by President George W. Bush Upon Signing H.R. 2622, 39 Weekly Comp. Pres. Doc. 1746, 1757 (Dec. 4, 2003), reprinted in 2004 U.S.C.C.A.N. 1755, 1757. Several years after the passage of FACTA, Congress reiterated the importance of the truncation requirement in the Credit and Debit Card Receipt Clarification Act of 2007. See Pub. L. 110-241, § 2(A)(6), 122 Stat. 1565 (June 3, 2008). As one member of Congress put it, the card number is the “single most crucial piece of information that a criminal would need to perpetrate account fraud.” 154 Cong. Rec. H00000‑29 (2008) (Rep. Mahoney). And, through its authorization of statutory damages for violations of FACTA under 15 U.S.C. § 1681n(a)(1)(A), Congress recognized that the intangible harms of improper truncation are difficult to quantify, yet serious. This demonstrates Congress’s determination that the risk of identity theft due to improper truncation rises to the level of a real, concrete injury in fact. 
In sum, when enacting FACTA, Congress considered plentiful evidence indicating that identity theft was a serious risk, concluded that the failure to truncate card numbers on receipts printed in public locations increased that risk, and determined that the increased risk due to improper truncation rose to the level of a legally cognizable injury. As Spokeo instructs, Congress’s judgment is important and instructive, and this Court should follow Congress’s conclusion that publishing more than the last five digits of card numbers creates an unacceptable risk of identity theft sufficient to confer Article III standing.
II. THE ALLEGED FACTA VIOLATION IS CLOSELY RELATED TO HARMS HISTORICALLY ACTIONABLE AT COMMON LAW. 

In addition to the judgment of Congress, history plays an important role in determining whether a particular harm constitutes an injury in fact. Spokeo, 136 S. Ct. at 1549. FACTA’s protection of private financial and personal information has close analogues in common-law rights. Traditionally, the invasion of privacy and the improper dissemination of financial account information have provided bases for causes of action in both English and American courts.
States throughout the country have long recognized a general right to privacy “without being subjected to unwarranted and undesired publicity.” Gill v. Curtis Pub. Co., 239 P.2d 630, 632 (Cal. 1952) (en banc) (listing cases); see also Restatement (Second) of Torts § 652A cmt. a (1977) (noting that “the existence of a right of privacy is now recognized in the great majority of the American jurisdictions that have considered the question”). American courts at the turn of the twentieth century identified the right of privacy as “derived from natural law,” and traced the concept back to Roman and early English legal traditions. Pavesich v. New England Life Ins. Co., 50 S.E. 68, 70 (Ga. 1905). Moreover, many courts have a long tradition of dispensing with the need to demonstrate monetary damages to sue for an invasion of privacy. “The fact that damages resulting from an invasion of the right of privacy cannot be measured by a pecuniary standard is not a bar to recovery.” Fairfield v. Am. Photocopy Equip. Co., 291 P.2d 194, 198 (Cal. Ct. App. 1955) (listing cases). Thus, there can be no doubt that harms to an individual’s privacy have traditionally been regarded as a cognizable basis for suit.
Common law has also traditionally recognized a specific right to privacy of information pertaining to individuals’ financial accounts. In 1923, in the seminal case of Tournier v. National Provincial and Union Bank of England, 1 K.B. 461 (1923), the English Court of Appeals recognized the common-law right to strict confidence of bank account information, arising from an implied contractual duty of nondisclosure. A similar common-law right has long been recognized in American courts. See, e.g., Peterson v. Idaho First Nat’l Bank, 367 P.2d 284, 290 (Idaho 1961).
In short, history demonstrates that infringement of the right to privacy of account numbers is closely analogous to traditional common-law privacy harms. This history, coupled with Congress’s judgment regarding the risks of identity theft, supports standing in this case. Printing more than the last five digits of a card number is akin to invasions of privacy and secrecy that have long been recognized as harms in English and American courts and, accordingly, confers Article III standing on the victims of such practices. See Spokeo, 136 S. Ct. at 1549.
III. SPOKEO DOES NOT REQUIRE FACTA PLAINTIFFS TO ALLEGE FACTS QUANTIFYING THEIR OWN PERSONAL RISK OF IDENTITY THEFT.

Through the legislative process, after weighing evidence and coming to a considered conclusion, Congress itself made the requisite connection between improper truncation and the risk of identity theft, pursuant to its power to “articulate chains of causation” giving rise to standing. Massachusetts v. EPA, 549 U.S. at 516. By doing so, Congress provided the necessary proof of concreteness of injury to satisfy Article III, relieving individual consumers of the obligation to do so in any particular case. See Spokeo, 136 S. Ct. at 1549 (“[P]laintiff in such a case need not allege any additional harm beyond the one Congress has identified.”).
 As such, Mr. Katz need not allege facts demonstrating and quantifying his own personal risk of identity theft; rather, he must merely demonstrate, as he has done, that he faced such a risk. Indeed, quantifying such risk would be a nearly impossible burden for any consumer. It would require the submission of extensive evidence, likely including expert testimony. The threshold standing determination simply does not demand that type of fact-intensive inquiry. For that very reason, Congress plays an important role in identifying intangible harms, involving complex theories of injury that rise to the level of Article III injuries in fact. See Daniel Townsend, Who Should Define Injuries for Article III Standing?, 68 Stan. L. Rev. Online 76, 82 (Dec. 16, 2015) (“[The need for an evidentiary basis to underlie complex theories of injury militates in favor of Congress as a decisionmaker. This is all the more true because standing analysis is jurisdictional, and could work to reject claims before extensive discovery is permitted.”).
Thus, the unique facts surrounding any individual consumer’s transaction have no bearing on the standing issue. That said, the particular facts of Mr. Katz’s case demonstrate that any individual who receives a receipt with improperly truncated card numbers suffers an injury in fact. In Mr. Katz’s case, for example, DK printed the first six and last four digits of Mr. Katz’s card. The first six digits of a credit card consist of the issuer and bank identification numbers. See, e.g., 7 Things You Didn’t Know About Credit Card Numbers, CardRates.com (June 26, 2015), http://www.cardrates.com/advice/7-things-you-didnt-know-about-credit-card-numbers/. The particular issuer identification number on any individual’s credit card is necessary to make fraudulent transactions through that account and, thus, the first six digits provide valuable information to a potential fraudster. At a minimum, this information would allow identity thieves to more easily perpetrate financial fraud. The printing of this information at the point of sale thus causes incremental harm, both in the form of an increased risk of financial fraud and an incremental invasion of privacy.  
Indeed, FACTA’s truncation requirement was enacted “to limit . . . opportunities for identity thieves to ‘pick off’ key card account information.” S. Rep. No. 108-166 (2003). Congress’s goal was to address the risk that thieves might piece together different, discrete elements of sensitive information from different sources. One such discrete element is the first six digits of the card, even if those digits are not unique to any one consumer. The risk that identity thieves might piece together separately sourced bits of information is real and is even more plausible today than it was in 2003, when FACTA was enacted. The underground market for credit account information is vast, highly efficient, and quickly adapting, allowing for the rapid exchange of information in various forms.[footnoteRef:3] Indeed, that black market is now driven by large-scale data breaches perpetrated by hackers. Bits of information from discarded receipts could easily make their way online and into the black market for card information, where a simple algorithm could connect the missing pieces. The more pieces of sensitive personal data disseminated about any individual consumer, the higher the possibility that consumer will become a victim of identity theft.  [3:  See, e.g., Bulakh, et al., World Wide Web Conference Committee, Characterizing Credit Card Black Markets on the Web 1435, WWW 2015 Companion, May 2015, available at http://www.www2015.it/documents/proceedings/companion/p1435.pdf; Underground Black Market: Thriving Trade in Stolen Data, Malware, and Attack Services, Symantec (Nov. 20, 2015), http://www.symantec.com/connect/blogs/underground-black-market-thriving-trade-stolen-data-malware-and-attack-services.] 

Finally, whether or not the receipt at issue ever left Mr. Katz’s possession also has no bearing on his Article III standing. By enacting FACTA, Congress intended to place the burden on retailers to ensure that sensitive account information is not disseminated. Any noncompliance with FACTA’s truncation requirement shifts that burden onto individual consumers, who are then faced with the decision to retain, destroy, or otherwise handle the sensitive information that was never to be printed in the first place.  This burden also serves as a source of standing. See Denney v. Deutsche Bank AG, 443 F.3d 253, 265 (2d Cir. 2006) (identifying the need to take preventative measures as a source of standing). Consumers like Mr. Katz should not be required to expend time and energy to mitigate risks that would not exist but for a retailer’s violation of FACTA. Nor should they have to expose themselves to the possibility of identity theft in order to have standing to enforce their rights. Consumers have standing when retailers, such as DK, run afoul of FACTA’s requirements, which were carefully designed to protect consumers’ privacy rights and remove the risks of identity theft.
CONCLUSION
	For the foregoing reasons, Amicus urges the Court to hold that Mr. Katz has standing to sue for the failure to redact card numbers from point-of-sale receipts, in violation of FACTA. 



Respectfully submitted,
	/s/ F. Paul Bland	
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